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Abstract

Text anonymization is a critical task for en-
abling research and development in high-stakes
domains containing private data, like medicine,
law, and social services. While much research
has focused on redacting sensitive content from
text, substantially less work has focused on
what to replace redacted content with, which
can enhance privacy and becomes increasingly
important with greater levels of redaction. In
this work, we formulate predicting replace-
ments for sensitive spans as a research task
with principled use-inspired evaluation criteria.
We further propose a multi-token completion
method for accomplishing this task that is de-
signed to preserve consistency with low com-
pute requirements, thus facilitating practition-
ers to anonymize data locally before sharing
it externally. Human and automated annota-
tions demonstrate that our approach produces
more realistic text and better preserves utility
than alternative infilling methods and differen-
tially private mechanisms across multiple do-
mains without retraining. Overall, our work ex-
plores the under-studied task of what to replace
redacted content with and contributes grounded
evaluations capturing utility, facilitating future
work.

1 Introduction

Advances in NLP have been accelerated by access
to large datasets for model pre-training and pub-
licly available benchmarks for standardized evalu-
ation. Similar advances could be immensely use-
ful in high-stakes domains with sensitive text data
like law (Zhong et al., 2020), medicine (Panchb-
hai and Pathak, 2022), and social services (Gandhi
et al., 2023). Realizing this potential, however, re-
quires sharing private data with researchers and
practitioners in order to train and evaluate models
on domain-specific tasks and terminology. While
data use agreements can facilitate limited sharing
(Gandhi et al., 2023; Field et al., 2023), they only
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enable access for a small group of people, and they
still carry risks of misuse or accidental leakage.

Anonymizing or sanitizing text offers a safer way
to enable broader access. Painstakingly careful ef-
forts to remove direct identifiers in compliance with
policies like HIPAA have enabled increased access
to healthcare data (Johnson et al., 2016; Goldberger
et al., 2000), and numerous tools and shared tasks
have focused on detecting direct identifiers like
names and social security numbers from text (Li-
son et al., 2021; Mendels et al., 2018; Stubbs and
Uzuner, 2015; Stubbs et al., 2017). These methods,
however, fail to achieve true anonymization. Ex-
perts speculate that no method is likely to be able
to guarantee 100% recall, (Carrell et al., 2012), and
further, removing direct identifiers is insufficient.
True anonymization requires additionally remov-
ing quasi-identifiers like nationality or physical
descriptions that may lead to re-identification, es-
pecially when combined with external data sources
(Pilan et al., 2022).

A potential solution lies in replacing identifiers
with realistic alternatives rather than simply redact-
ing them (Hirschman and Aberdeen, 2010; Carrell
et al.,, 2012). This approach, drawing from the
theory of Hiding In Plain Sight (HIPS) and backed
with initial empirical evidence (Carrell et al., 2012),
proposes that replacing the detected identifiers with
realistic surrogates makes it more difficult to dis-
tinguish any leaked real identifiers. Replacement
also offers a way to support increased levels of
redaction, such as the redaction of quasi-identifiers,
without compromising text quality. Despite these
motivations, what to replace identifiers with is a
surprisingly under-studied problem; in their survey
of text anonymization, Lison et al. (2021) describe
it as “rarely addressed in NLP”, and even recently-
proposed LLM-based methods for redaction still
assume rule-driven entity typing systems for re-
placement (Ji et al., 2025).

In this work, we propose approaching this task



through directly predicting spans of text to replace
redacted content, and we develop a lightweight
infilling approach that uses masked-language mod-
els to produce realistic context-aware alternatives.
Masked-language models like BERT (Devlin et al.,
2019), RoBERTa (Liu et al., 2019), and Long-
former (Beltagy et al., 2020) are ideal for the task of
generating replacements because their training ob-
jective specifically targets predicting replacements
for masked tokens. They also require minimal
compute compared to LLMs, thus allowing prac-
titioners to easily anonymize data locally. How-
ever, off-the-shelf, these models are only designed
to generate a single token from a limited vocab-
ulary. Instead, we build on a multi-token com-
pletion method (Kalinsky et al., 2023), in which
we augment model vocabulary with multi-token
phrases to facilitate generating fluent replacements
for redacted content.

We use the text anonymization benchmark (TAB)
(Pilan et al., 2022) to evaluate our model in an end-
to-end pipeline, where we first train and deploy
a supervised model to identify direct and quasi-
identifiers in text, and then use our infilling model
to replace the redacted content. We assess the full
system through two human annotation tasks: plau-
sibility of proposed replacements and successful
anonymization. We further evaluate the system for
our proposed use case: training NLP models and
thus enabling future development in domains with
sensitive data. Finally, we assess the generalizabil-
ity to healthcare data using clincal notes from the
12b2/VA Shared-Task (Uzuner et al., 2012) without
retraining the detection or the infilling model, mak-
ing our model truly compute minimal with high
potential for achieving local anonymization in real-
world use cases.

Our contributions include (1) the formulation of
predicting replacement spans for sensitive informa-
tion as an NLP task with principled evaluation cri-
teria grounded in realistic use cases; (2) a specific
method for predicting replacements, that leverages
light-weight masked-language-models in order to
support local anonymization;! (3) novel evaluation
criteria that captures the lack in usability of exist-
ing anonymization schemes; (4) empirical results
demonstrating the effectiveness of our method over
data from two domains, highlighting better utility
preservation against just redaction and differential
privacy methods. Our results demonstrate that the

!Code and data will be provided upon publication

need for efficient and realistic replacements has
grown in importance as use cases for text data have
become increasingly complex, thus encouraging
future work in this area.

2 Methodology

Given a text consisting of tokens t1, ..., t,,, we as-
sume we have a sensitive span detection model,
which denotes, for example, that ¢;, ..., t; contains
information that needs to be redacted. This sensi-
tive span detection model can vary depending on
the level of anonymization needed. Our task is to
generate tokens to replace t;, ..., t;, where tokens
should be both grammatical and realistic enough
to preserve the general meaning of the text. The
new text with replaced tokens is what we call pseu-
doanonymized going forward. As the goal of this
work is anonymizing sensitive text that cannot be
shared externally, the replacement system needs to
be lightweight enough to run locally on a CPU or
small GPU, which is easily accessible to practition-
ers. This goal also precludes the use of API-based
LLMs.

Our primary approach draws from the obser-
vation that pretrained masked language models
(MLMs) are uniquely suited to this task: their train-
ing objective explicitly targets predicting replace-
ments for masked tokens. MLMs are also smaller
and less compute-intensive, making them more fea-
sible for data stewards like hospitals or courts to run
locally. However, off-the-shelf, these models are
only capable of replacing masked tokens with a sin-
gle (subword) token that is best suited based on the
context. Single token replacement is highly restric-
tive for our use case, as sensitive spans like names
or addresses often include multiple words, and the
majority of text entities of any type are usually mul-
tiple tokens long (Kalinsky et al., 2023). We use
a straightforward adaptation of the task-agnostic
method for multi-token completion proposed in
Kalinsky et al. (2023).

Multi-Token Completion (MTC) The overall
approach involves augmenting the MLM’s vocabu-
lary with multi-token phrases. Then, the model is
fine-tuned over sentences containing these phrases,
where only the output embedding matrix is updated.
This approach expands only the decoder’s embed-
ding matrix with new multi-token words, which
minimizes the required compute and additional pa-
rameters.

In Kalinsky et al. (2023)’s task-agnostic set-up,



they identify multi-token phrases to add to the vo-
cabulary by extracting common noun phrases from
Wikipedia. Out of the collected noun phrases, only
10.2% are comprised of a single token, further moti-
vating the need for multi-token completion. Kalin-
sky et al. (2023) show that their MTC approach
outperforms alternatives, such as T5-3B-like mod-
els (Raffel et al., 2020), and is significantly more
efficient in terms of parameter count. We compare
performance using the same set of Wikipedia noun
phrases with our proposed adaptation that more
directly targets sensitive span replacement.

Sensitive-Span Multi-Token Completion (SS-
MTC) Kalinsky et al. (2023) extract common
multi-token noun phrases for vocabulary expansion,
which is sufficient for showing the benefits of their
approach in a task-agnostic way. However, sensi-
tive spans are often not noun phrases, suggesting
that we can improve performance through more tai-
lored vocabulary selection. Thus, we build a corpus
of candidate replacement spans that are more simi-
lar to actual sensitive spans by running a sensitive
span detection model over public data (Wikipedia).
We then expand the decoder vocabulary of the
pretrained MLLM using this set of spans and fine-
tune the output embedding matrix on extracted sen-
tences similar to MTC. This model is only required
for inference for the task of anonymization, reduc-
ing the compute load significantly to a matter of
hours on a single T4 GPU.

Naive Static-3 (NS3) In addition to the original
MTC approach and our proposed adaption, we also
compare against two simpler methods for enabling
multi-token completion. In the first, we replace
every marked redaction with 3 consecutive mask
tokens. This method effectively forces the MLM
to infill with 3 token-long entities.

Naive Adaptive (NAd) Finally, instead of replac-
ing with a fixed number of mask tokens, we replace
every token in the original entity with a mask token.
This approach enables the infilled entity to not be
fixed to a particular length and to be the same as
the original in token length.

3 Experiments

We evaluate each infilling method as a component
of a full end-to-end pipeline for text anonymization.
The first half of the pipeline is the detector. This
model identifies the sensitive spans in the docu-
ment. The second half is the infilling model, which

uses the context around the sensitive span to pro-
vide a replacement.

3.1 Data

Our primary data is the Text Anonymization Bench-
mark (TAB) (Pilan et al., 2022). This dataset con-
tains 1,268 court case documents in English from
the European Court of Human Rights. The dataset
is split across train, dev, and test with 1014, 127,
and 127 documents, respectively, and has an aver-
age document length of 16233 tokens.

Unlike other text de-identification datasets, TAB
was designed specifically for anonymization: each
document was annotated for both direct and quasi-
identifiers by multiple annotators. Quasi-identifiers
make for the majority of the marked sensitive spans
at 93.47%. For this reason, we use the TAB dataset
to train the detector model, both for identifying
Wikipedia spans to add to the MLM vocabulary
and to identify sensitive spans to replace in evalu-
ation data. We additionally use the LexAbSumm
dataset (T.y.s.s. et al., 2024) and clincal notes from
the 12b2/VA Shared-Task and Workshop (Uzuner
et al., 2012) in order to evaluate downstream utility
tasks and cross-domain generalizability, which we
discuss in more detail in §3.3.

3.2 Models

We use long context models for both parts of the
pipeline as splitting as a strategy would be detri-
mental to anonymization robbing the model of long-
range context. We specifically use the base Long-
former model , longformer-base-4096, (Beltagy
et al., 2020) as it can accommodate 4096 tokens at
a time, which is larger than most of the documents
(93.3%) in our experiments.

Sensitive span detection The first part of the
pipeline is a binary token-level prediction task,
where each token is labeled as sensitive or not sensi-
tive. We fine-tune Longformer on the TAB dataset
for token classification, using the same settings de-
tailed in Pilan et al. (2022). Since the Longformer
tokenizes the text on a sub-word level, we com-
bine consecutively predicted sensitive tokens into
a single entity and mark it for redaction.

To confirm that our sensitive span detection
model performs accurately enough for use in our
evaluation pipeline, we evaluate the detector on the
held-out TAB test set (Table 1), reporting recall
and precision at the token and mention level as de-
scribed in Pilan et al. (2022). Our model achieves



Recall Precision
Tok. Men. Tok. Men.
Presidio 0.766 0.713 0.582 0.438
Longformer 0.929 0.905 0.882 0.743

Table 1: Precision and Recall evaluated on the TAB
dataset’s test split at Token and Mention granularity.
Our detector model (Longformer) achieves strong per-
formance, especially in comparison to Microsoft’s off-
the-shelf anonymizer (Presidio).

strong performance, especially in comparison to
an off-the-shelf anonymization model (Microsoft’s
Presidio?).

Infilling Models For all infilling approaches, we
similarly use Longformer as the starting MLM.
When conducting infilling, we combine all the pos-
itively predicted consecutive sensitive tokens from
the detector and treat them as a single entity for
replacement.

For MTC, we use the same set of extracted
noun phrases and fine-tuning data as Kalinsky et al.
(2023). This setup entails expanding Longformer’s
vocabulary with 93K phrases that occur at least 500
times on Wikipedia and fine-tuning the model on
50 unique sentences for each added phrase. We
conduct fine-tuning for the multi-token comple-
tion objective for 10 epochs using the Extended-
Matrix (EMAT) decoder approach from Kalinsky
et al. (2023).

For SS-MTC, we use our detector model trained
on TAB to select sensitive spans from Wikipedia
data. For each span with a frequency greater than
500, we select 50 Wikipedia sentences containing
the span for fine-tuning, mimicking the MTC setup.
Our model identifies 135k unique spans making
the final corpus 1.5x the size of the original noun
phrase corpus constructed by Kalinsky et al. (2023).
For training, we divide the extracted sentences con-
taining each span into train (90%), validation (5%),
and test (5%) sets. Given the larger vocabulary size,
we then fine-tune Longformer on the training set
using the same EMAT approach for 20 epochs.

3.3 Evaluation

Human Evaluation We conduct human evalua-
tion studies to compare the performance of each
infilling approach. We designed two tasks: (1) we
ask the annotators to rate the best and the worst ap-
proach in terms of language quality and (2) we ver-

Zhttps://microsoft.github.io/presidio/

ify that the replacements from all four approaches
do not leak information about the original entity.

As the TAB dataset contains long documents, for
easier annotation we divided the data into smaller
chunks (delimited by newline characters) and se-
lected 340 sentences containing replacement spans
for annotating. We divided these sentences into 17
buckets of 20 questions each. 15 of these buckets
(300 sentences) were used for quality annotations
(task 1), which we conducted using Prolific (details
on instructions and questions in §B). Annotators
were screened to make sure they were fluent in En-
glish, from the U.S. or a European Union country,
and their occupation role was legal in nature ow-
ing to the fact that the data is English court case
documents from the European Court. We solicited
annotations from 5 different annotators for each
bucket of 20 sentences. Every annotator was paid
at $20/hour at par with study and pay standards.

We used the remaining 2 buckets (40 sentences)
to collect annotations on privacy leakage(task 2).
Each sentence was annotated by four authors of
this work. We do not report results for a larger-
scale study as we found no evidence of privacy
leakage for the proposed methods in our internal
annotations (reported in §4).

Automated evaluations We construct two auto-
mated metrics for comparing infilling approaches.
First, we use Spacy’s xx_ent_wiki_sm NER model
(Honnibal et al., 2020) to infer entity types of the
original and replacement spans, and we compute
how often the replacement span matches the entity
type of the original span. Second, we use language
model perplexity to evaluate the consistency be-
tween the original text and text generated by lan-
guage models trained on the pseudoanonymized
text. More specifically, we finetune DistilGPT2?
Language Model (LM), a GPT2 model distilled
using the process proposed by Sanh et al. (2019).
The LM finetuned on the original data is used to
compute the perplexity of the text generated by
LMs finetuned on each pseudoanonymized text un-
der each infilling method. Both of these metrics
are constructed to capture if the proposed infilling
method produces text that is plausible and consis-
tent as compared to the original data.

Downstream Utility Evaluation We further con-
sider an application-inspired use case: if a prac-
titioner uses our proposed methods to anonymize

3https://huggingface.co/distilbert/distilgpt2
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text before sharing data with NLP contractors or
researchers, would the contractors or researchers
be able to share back models that perform well on
real (not anonymized) text? To evaluate this setup,
we train NLP models on text pseudoanonymized
using each infilling approach and evaluate their
performance over held-out original data. We use
two NLP tasks: summarization, which is a popu-
lar task in NLP for legal documents, and language
modeling, which has become commonplace for pre-
training in-domain models prior to task-specific
fine-tuning. For summarization, we finetune the
LongTS5 tglobal-base model (Guo et al., 2022) on
the LexAbSumm dataset (T.y.s.s. et al., 2024),
where we pseudoanonymize the training set and
evaluate over the original test set. For language
modeling, we use a similar setup as automated
evaluations, but we finetune the LM over the pseu-
doanonymized text and evaluate the perplexity of
the held-out original text with these models, rather
than the inverse.

Domain Generalizability Finally, in order to
evaluate domain generalizability, we additionally
use a dataset of clinical notes from the MIMIC-
II Database annotated for coreference as a part of
the 12b2/VA Shared-Task and Workshop in 2011
(Uzuner et al., 2012). In this setting, we use
the exact same detection and infilling models de-
veloped over TAB without any training over the
i2b2 data. We evaluate downstream utility for
coreference resolution using the SynthTextEval*
pipeline. First, we use a s2e coreference resolu-
tion model (Kirstain et al., 2021) fine-tuned over
the i2b2 training set to infer “silver annotations”
over the pseudoanonymized clinical notes. This
process simulates how a researcher or practitioner
might manually annotate the data for model de-
velopment. Then, we fine-tune the coreference
resolution model over the silver-annotated data and
evaluate it over the real annotations to assess if the
pseudoanonymized data is of sufficient quality to
support model training.

4 Results

4.1 Human Evaluations

Table 2 reports results from Task 1, the human
evaluations of each infilling approach, where an-
notators were instructed to select the best and
worst model output in terms of grammatical correct-

*https://github.com/kr-ramesh/synthtexteval/

Selected Mode Overall

Best Worst Best Worst
NS3 20.7% 30.3% 19.6% 26.2%
NAd 21.3% 37.0% 192% 33.8%
MTC 283% 21.0% 272% 22.2%
SS-MTC 29.7% 11.7% 34.0% 17.8%

Table 2: For each question, annotators were shown re-
placements proposed by each model and instructed to
select the best and worst in terms of fluency and overall
language quality. For each model, we report the percent
of time it was selected as the best or worst by the major-
ity of annotators (Selected Mode). We also report the
percent of the time it was selected as the best or worst
over all annotators and data points. SS-MTC performs
the best by all metrics.

NS3 NAd MTC SS-MTC
% Anon. 100 90 100 100

Table 3: Total percentage of data rated as anonymized
(task 2) by human annotators, where anonymization is
determined based on the majority vote of annotators.

ness and plausibility of meaning. Interannotator
agreement over the exact choice of best (Cohen’s
x = 0.20) and worst (Cohen’s x = 0.25) is higher
than chance, but low overall as methods sometimes
had similar outputs (for example, both naive meth-
ods might output similar text), and we do not direct
annotators on which option to select in that case.’
We nevertheless can validate our annotations by
comparing how often annotators had extreme dis-
agreements. If we consider two annotators to dis-
agree only if one of them selected a model as the
best when the other selected it as the worst, we end
up with an agreement score of 0.75. Thus, anno-
tators rarely conflated best and worst models, and
our agreement overall is high.

SS-MTC performs the best across all metrics.
Both the MTC approaches easily outperform the
naive approaches, and annotators selected SS-MTC
as the best most often (in 29.7% of the samples) and
the worst least often (11.7% of the samples). Thus,
multi-token completion, in general, outputs more
plausible replacements than naive approaches, and
tailoring the vocabulary of multi-token phrases to
sensitive span detection outperforms a vocabulary

SWe determined through several internal pilot studies that
directing annotators which model to select when equivalent
would make instructions complicated and confusing, and ac-
cepting lower agreement would result in more reliable anota-
tions.
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Original .. statutory rate, running from 23 October 1996, the date on which ...

NS3 .. statutory rate, running from 1- date, the date on which ...

NAd .. statutory rate, running from 1- date, the date on which ...

MTC .. statutory rate, running from Michaelmas, the date on which ...

SS-MTC | ... statutory rate, running from 30 June, the date on which ...

Original .. comments were received from the Belgian and Irish Governments ...

NS3 .. comments were received from the Government, Justice and the of the Governments ...
NAd .. comments were received from the United States and the Governments ...

MTC .. comments were received from the petitioners and Lockerbie Governments ...

SS-MTC | ... comments were received from the Czech and Regional Governments ...

Table 4: Examples of replacing direct or quasi-identifiers in the TAB data set using different in-filling approaches.
SS-MTC leads to more fluent and realistic replacements than the naive approaches.

Method Precision Recall F1 Acc.
NS3 0.44 0.35 035 0.63
NAd 0.42 034 034 0.63
MTC 0.38 0.38 0.37 0.61
SS-MTC 0.45 042 042 0.66

Table 5: NER automated evaluation. SS-MTC maintains
the most consistency in entity type as compared to the
original data.

of generic noun phrases.

It is possible that the improved performance of
SS-MTC could come at the cost of anonymiza-
tion. By using the same sensitive span detection
model to select the vocabulary of replacements,
SS-MTC could introduce privacy leakage. For ex-
ample, “New York City” could be labeled as a
quasi-identifier in TAB, and as this span also oc-
curs in Wikipedia data, it could be added to the
expanded vocabulary. Checking for exact match-
ing between replacements and original spans would
not sufficiently evaluate this concern: for example,
“New York City” could be replaced with “NYC”.
Instead, we manually annotate if replacement spans
are sufficiently anonymizing (Table 3), with high
interannotator agreement (Cohen’s Kappa=0.79).
All models preserve anonymity to a great extent,
and the only identified leakage occurred for NAd,
not for either MTC infilling approach.

In Table 4 we show examples demonstrating why
SS-MTC replacements are more plausible as com-
pared to naive (NS3, NAd) replacements. SS-MTC
replaces spans with similar but non-identical enti-
ties, e.g. replacing a date with a different date. In
some cases, the model replaces a specific entity
with a more generic one, e.g., replacing the name
of a specific government with “Regional”.

Method  Perplexity CI
Original 5.12 (4.93,5.35)
Masked 12.16 (11.57, 12.82)
NS3 25.90 (23.80, 28.23)
NAd 29.29 (27.06, 32.19)
SanText+ 119.48 (109.15, 131.58)
CusText+ 78.40 (74.25, 82.82)
CluSanT 26.42 (25.10, 27.97)
LLM 9.57 (9.05, 10.10)
MTC 7.00 (6.71,7.33)
SS-MTC 7.16 (6.88, 7.50)

Table 6: Automated evaluation on language model-
ing task using the LexAbSumm dataset. Perplexity
of the text generated by LMs trained on each version
of the pseudoanonymized text is evaluated against the
LM trained on the Original data. Numbers inside the
parentheses indicate 95% confidence interval computed
through bootstrapping over the test set.

4.2 Automated evaluations

Tables 5 and 6 report results for the NER and LM
automated evaluations, respectively. In the NER re-
sults (Table 5), MTC surprisingly performs worse
than the naive approaches in accuracy, though it
does still outperform naive results in F1. NER
consistency is an imperfect metric of quality: as
demonstrated by the examples in Table 4, a pro-
posed replacement can still retain fluency and plau-
sibility even if the NER type changes. Regardless,
this metric does demonstrate that SS-MTC better
preserves entity consistency than other approaches.

In Table 6, unsurprisingly all psuedoanonymiza-
tion methods result in worse (higher) perplexity
than original unmodified data. SS-MTC and MTC
best reduce this gap, with MTC slightly outper-
forming SS-MTC on this metric. Both methods far
outperform the naive approaches, which increase



Method Rouge-1 Rouge-2 Rouge-L Rouge-Lsum

Original  40.48: (39.14,41.85) 17.05: (15.88, 18.12) 28.06: (26.91, 29.15) 28.08: (26.98, 29.11)
Masked  38.87: (37.49,40.42) 15.36: (14.25,16.40) 26.74: (25.68,27.93) 26.80: (25.66, 27.94)
NS3 38.09: (36.74, 39.44) 15.32: (14.28,16.49) 26.71: (25.58,27.89) 26.77: (25.61, 27.83)
NAd 38.88: (37.39,40.29) 15.36: (14.32, 16.50) 26.80: (25.69,27.91) 26.80: (25.73, 27.92)
MTC 38.70: (37.37,40.05) 15.56: (14.51, 16.62) 26.54: (25.47,27.56) 26.58: (25.48, 27.67)
SS-MTC 39.23: (37.77,40.56) 15.63: (14.66,16.76) 27.24: (26.15,28.33) 27.17: (26.11, 28.36)

Table 7: Downstream evaluation on the summarization task using the LexAbSumm dataset. SS-MTC performs
the best overall, though 95% confidence intervals are overlapping, likely due to the sparsity of sensitive spans in
reference summaries.

Method  Perplexity CI Method  Mention F1 Coref F1
Original 14.60 (13.90, 15.38) Original 0.800 £ 0.005 0.706 = 0.006
Masked 16.30 (15.56, 17.15) Masked 0.636+£0.132 0.506 +0.136
NS3 16.26 (15.54, 17.06) NS3 0.699 £0.009 0.577 £ 0.008
NAd 16.20 (15.46, 17.02) NAd 0.703 £0.005 0.580 = 0.006
SanText+ 37.57 (36.05, 39.51) MTC 0.724 £0.024 0.614 + 0.023,
CusText+ 28.30 (27.34, 29.32) SS-MTC 0.726 £ 0.022 0.617 = 0.020
CluSanT 15.61 (13.66, 18.19)

MTC 16.00 (15.29, 16.85) Table 9: Generalizab?lity Coreference evaluatipn on
SS-MTC 16.17 (15.44, 16.89) i2b2 dataset over multiple seeds. We report metrics for

Table 8: Downstream Language Modeling evaluation
on LexAbSumm dataset. Perplexity of the “Original”
text is evaluated against each version’s LM. Numbers
inside the parentheses indicate 95% confidence interval.

perplexity even more than just masking out sensi-
tive spans without replacing them.

Although compute costs preclude LLM and DP-
based approaches as practical solutions to this
task, for completeness we report performance of
the LLM-based "Sampling - Special Token" ap-
proach from Dou et al. (2024) and three text DP
approaches, SanText, CusText, and CluSanT (Yue
et al., 2021; Chen et al., 2023; Awon et al., 2025)
in Table 6. During our experiments, we found
that LLM responses were not always correctly
structured as instructed, leading to incomplete
anonymization, which is an additional flaw of the
LLM-based approach that is not trivial to correct.
All of the methods clearly result in lower text qual-
ity, and thus we do not conduct the full suite of
evaluation metrics over them.

4.3 Downstream Utility Evaluation

Similar to automated LM evaluations, models
trained over pseudoanonymized text perform worse
than models trained over original data in the down-
stream utility evaluations (Tables 7 and 8). MTC
and SS-MTC perform consistently well for lan-

detection of mentions and coreference resolution.

guage modeling (Table 8; CluSanT achieves the
lowest mean perplexity but has the largest confi-
dence interval, even encompassing "Original"), and
SS-MTC performs the best for summarization (Ta-
ble 7). However, differences between models are
generally small with overlap in 95% confidence in-
tervals, likely reflecting the general sparsity of sen-
sitive spans. This sparsity is especially true for Lex-
AbSumm references summaries, which often omit
details in condensing documents into summaries.
Overall, while the human and automated evalua-
tions clearly demonstrate the benefits of MTC and
SS-MTC, the downstream utility evaluations show
similar, though less conclusive, trends.

4.4 Generalizability evaluation

Cross-domain results show similar performance
as in-domain results (Table 9). There is a large
decline in performance when training models on
original data (Coref F1=0.706) as compared to
masked data (0.506), which offers strong evidence
for the need to replace redacted tokens with real-
istic values in order to preserve data utility. The
two MTC methods best reduce this performance
gap, with SS-MTC (0.617) achieving slightly bet-
ter performance than MTC (0.614). These results
indicate high potential for the practical usability



of SS-MTC: infilling with this approach without
conducting any domain-specific training is able to
substantially reduce the performance gap resulting
from de-identification.

5 Related Work

Some methods for redacting sensitive content have
used rule-based heuristics (Ruch et al., 2000; Nea-
matullah et al., 2008), while others have used NER-
centric methods (Adams et al., 2019; Hassan et al.,
2018; Ribeiro et al., 2023), sometimes with fine-
grained classifications of PHI (Sweeney, 1996; Al-
falahi et al., 2012; Eder et al., 2019; Chen et al.,
2019; Volodina et al., 2020; Mamede et al., 2016).
These approaches remain limited as they lack di-
versity, do not adapt well to various domains and
contexts, and are inadequate at capturing the long-
range dependencies that can be characteristic of
long-form text. As our results show, straight redac-
tion degrades text utility for downstream tasks.

Similar to our work, some prior work has com-
bined token classification strategies with language
model infilling. Recent approaches use LLMs
with few-shot prompting to replace sensitive spans
(Yermilov et al., 2023; Vats et al., 2024; Staab
et al., 2025; Pissarra et al., 2024). LLM-based
approaches are compute-intensive, making local
anonymization costly. API-based models rather
than local inference are not a sufficient solution for
text anonymization, as they require sending raw
private data to a third party, which is exactly what
anonymization aims to render unnecessary.

An alternative line of work has incorporated dif-
ferential privacy (DP) in text anonymization. Un-
like methods based on legal standards/policies like
HIPAA, these approaches rely on the theoretical
guarantee that DP provides to ensure privacy pro-
tection. For example, SanText (Yue et al., 2021),
CusText (Chen et al., 2023), and CluSanT (Awon
et al., 2025) use DP mechanisms to substitute to-
kens in the input text in a manner that aims to pre-
serve overall content coherence. Other work has
proposed generating entirely synthetic data from
language models fine-tuned with DP (Yue et al.,
2023; Kurakin et al., 2023; Mattern et al., 2022;
Putta et al., 2023). However, these approaches
incur a high initial cost, and they add substantial
noise to the data, even noising non-sensitive con-
tent, which results in degraded text utility (Ramesh
et al., 2024). Furthermore, despite theoretical pri-
vacy guarantees, they have unexpected leakage due

to the difficulty of formalizing DP for text, thus fail-
ing to satisfy law and policy requirements (Lukas
et al., 2023; Ramesh et al., 2024).

6 Discussion

Results from human (§4.1) and automated evalua-
tions (§4.2) demonstrate that MTC and SS-MTC
output plausible replacement phrases for sensi-
tive spans when incorporated into a two-stage
text anonymization pipeline, while best preserv-
ing downstream utility (§4.3). When compared to
alternative MLM infilling approaches or to DP and
LLM-based approaches, our approach performs
considerably better.

An ideal anonymization pipeline not only pro-
duces high-quality pseudoanonymized text, but
also is lightweight, allowing practitioners to locally
anonymize data with minimal compute prior to
sharing it. Although the initial construction of SS-
MTC requires running the detection model over the
large Wikipedia corpus, which adds compute time,
its generalizability across domains (§4.4) suggests
that this approach has high potential for facilitating
local anonymization that improves both utility and
privacy (as suggested by the HIPS theory (Carrell
et al., 2012)). This further motivates work on im-
proving sensitive candidate detection, robustness to
imperfect redaction models, and preserving utility
under varying levels of redaction.

Finally, we note that the importance of plausi-
ble replacements depends on the downstream use
case of anonymized data. While our downstream
utility tasks (§4.3) offer evidence that MTC and SS-
MTC outperform alternatives, differences in model
performance vary across tasks and are greater for
coreference resolution (Table 9) than summarizaion
(Table 7). Plausible replacements are likely more
important for tasks that particularly target entities
and syntax, which are of interest in domains with
private data (Gandhi et al., 2023).

7 Conclusions

We propose effective methods for replacing sensi-
tive spans in text with realistic alternatives. Our
methods enable pseudoanonymization when incor-
porated in a two-stage detection and replacement
pipeline. By focusing on preserving privacy in text,
our work aims to facilitate more responsible and
ethical development of Al in domains with sensi-
tive data. Text anonymization that preserves data
quality is key to enabling transparency and account-



ability without compromising privacy.
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8 Limitations

The primary limitation of our work is that we con-
duct our evaluations to two domains. While we
expect our results to readily generalize to other do-
mains, we cannot conclude generalizeability with-
out further evaluations. Furthermore, while our
results suggest that our infilling method at least
preserves the anonymization ability of the under-
ling redaction model and likely improves privacy
under the HIPS theory, we cannot guarantee that
running our pipeline ensures full anonymization
making data safe to release. Thus, we discourage
practitioners from relying solely on our model off-
the-shelf for anonymizing text.

9 [Ethical Considerations

Although our work focuses on sensitive data, we
run all experiments on existing public datasets,
which reduces risks of our work. There is a mi-
nor risk of our methods being used in deployed
contexts without in-domain evaluation. We caution
that our approach should not be assumed to gen-
eralize to new data, especially the sensitive span
detector model. Running our pipeline on new data
without in-domain evaluation could risk leaking
private information.
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A Additional Experiments

We conduct the automated and downstream utility
evaluation over a sweep of € values for all 3 DP ap-
proaches: SanText, CusText, CluSanT in Table 10
and Table 11. CluSanT performs the best in all
the experiments. While for automated evaluations
(Table 10) e = 3 turns out to be the best choice, for
downstream utility evaluation (Table 11) there is
no consensus in € values.

Method e Perplexity CI
1 128.72 (117.38, 140.50)
SanText+ 2 120.11 (110.34, 130.28)
3 119.48 (109.15, 131.58)
1 84.69 (78.95, 92.27)
CusText+ 2 85.82 (78.82, 93.50)
3 78.40 (74.25, 82.82)
1 26.55 (25.34, 28.16)
CluSanT 2 26.51 (25.40, 28.01)
3 26.42 (25.10, 27.97)

Table 10: Automated evaluation on language model-
ing task using the LexAbSumm dataset. Perplexity
of the text generated by LMs trained on text pseu-
doanonymized by each DP approach (with different
€ values) is evaluated against the LM trained on the
Original data. Numbers inside the parentheses indicate
95% confidence interval computed through bootstrap-
ping over the test set.

B Human Evaluation

We use 2 kinds of instructions for each task, one
introducing the task with examples and the second
with each question reminding the annotators of
the core task. We list the introductory instructions
used in Task 1, and Task 2 in Figure 1 and Figure 2,
respectively. Sample questions for Task 1 and Task
2 are in Figure 3 and Figure 4

Method € Perplexity CI
1 37.57 (35.77, 39.12)
SanText+ 2 37.57 (36.05, 39.51)
3 37.57 (35.96, 39.24)
1 30.09 (29.05, 31.33)
CusText+ 2 29.37 (28.28, 30.69)
3 28.30 (27.34, 29.32)
1 15.61 (13.66, 18.19)
CluSanT 2 17.78 (16.17, 19.46)
3 16.29 (14.76, 18.79)

Table 11: Downstream Language Modeling evaluation
on LexAbSumm dataset. Perplexity of the “Original”
text is evaluated against each DP (with different e values)
approach’s LM. Numbers inside the parentheses indicate
95% confidence interval computed through bootstrap-
ping over the test set.
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Our goal in this project is to evaluate tools for anonymizing text. This section of the survey wants you to choose the Best and the Worst among 4 different anonymized versions of a sentence taken from a legal document, where highlighted phrases in
the original text have been replaced by alternatives. Base your choice on:

« overall grammatical correctness,
« whether the replacement matches the function of the original phrase (a name is replaced with a different name, a place with a different place, etc)
* whether the overall meaning of the sentence remains the same

Here are some examples with reasons why one version is better than the other.
Example 1

Original
The Court heard addresses by Mr. Corell for the Government and by Mr. Gaukur J6rundsson for the Commission, as well as their replies to the questions put by the Court and several judges.

Anonymized Options

The Court heard addresses by the, Secretary for the Government and by the Deputy Secretary for the Commission, as well as their replies to the questions put by the Court and several judges.

B: The Court heard addresses by the applicant, acting for the Government and by the Minister for the,,, and and and for the Commission, as well as their replies to the questions put by the Court and several judges.
C: The Court heard addresses by lawyers for the Government and by lawyers for the Commission, as well as their replies to the questions put by the Court and several judges.

D: The Court heard addresses by 1848 for the Government and by 1848 for the Commission, as well as their replies to the questions put by the Court and several judges.

Solution

C sounds the most coherent and keeps the sentence's intent still the same. B sounds the least coherent with repeated subsequent commas and extra white spaces.

Example 2

Original
An action, the object of which was to settle the terms of the expropriation (see paragraph 15 below), was commenced on 28 February 1980 before the Real Estate Court at the Falun District Court (tingsrétten).

Anonymized Options

\n action, the objact of which was to settle the terms of the expropriation (see paragraph 15 below), was commenced on 15 February, before the Real Court Court at the end of Court.

\n action, the object of which was ta settle the terms of the expropriation (see paragraph 15 below), was commenced on 15 February, before the Real Court Court at the end of of the ( ( ( (, below).

In action, the object of which was to settle the terms of the expropriation (see paragraph 15 below), was commenced on 29 January before the public hearing at the Municipal.

D: An action, the object of which was to settle the terms of the expropriation (see paragraph 15 below), was commenced on Broadway before the 1867 at the Netherlands.

Solution

Cis the least grammatically wrong answer, so it comes out at top. B has serious issues with the grasp of grammar, as it repeats words and chains multiple punctuation marks one after the other. So, B is the last ranked. Others are better than B as their
replacements are valid independent phrases.

Figure 1: Introductory instruction for Task 1 of Human Evaluation

Our goal in this project is to evaluate tools for anonymizing text. This section of the survey wants you to evaluate 4 different anonymized versions of a sentence taken from a legal document, where highlighted phrases in the original text should be replaced by alternatives. We only
care about the highlighted parts of the sentences, parts that aren't highlighted shouldn't be considered while answering. Choose whether each version is anonymized or not, based on whether the replacement ends up revealing the original entity:

Here are some examples with reasons why the version is anonymized or not.

Example 1

for the Commission Mr. Gaukur Jrundsson, Delegate. The Court heard addresses by Mr. Corell for the Government and by Mr. Gaukur Jérundsson for the Commission, as well as their replies to the questions put by the Court and several judges.

Anonymized Option
for the Commission Adviser, Delegate. The Court heard addresses by the applicant, acting for the Government and by the Minister for the,, and and and for the Commission, as well as their replies to the questions put by the Court and several judges.
Solution

Yes, all the sensitive information is replaced with non-identifying information.

Anonymized Option
for the Commission Mr. Gaukur J5rundsson, Delegate. The Court heard addresses by the applicant, acting for the Government and by the Minister for the,,, and and and for the Commission, 3s well as their replies to the questions put by the Court and several judges.
Solution

No, as the identity of the the Commission's delegate hasn't been anonymized.

Anonymized Option
for the Commission Mr. Jérundsson, Delegate. The Court heard addresses by the applicant, acting for the Government and by the Minister for the,,, and and and for the Commission, s well as their replies to the questions put by the Court and several judges.
Soluti

No, as the identity of the the Commission's delegate hasn't been anonymized.

Anonymized Option
for the Commission of )) law ,, etc. biah, Delegate. The Court heard addresses by the applicant, acting for the Government and by the Minister for the,,, and and and for the Commission, as well 3s their replies to the questions put by the Court and several judges.
Solution

Yes, all the sensitive information is replaced with non-identifying information as we can't identify the original names.

Anonymized Option
for the Commission 28th September 2012, Delegate. The Court heard addresses by the applicant, acting for the Government and by the Minister for the,,, and and and for the Commission, as well as their replies to the questions put by the Court and several judges.
Solution

Yes, all the sensitive information is replaced with non-identifying information as we can't identify the original names.

Example 2

Original

The Istanbul State Security Court held twenty-eight more hearings before deiivering its final judgment.

Anonymized Option

The State Security Court held four further hearings before delivering its final judgment.

Solution

Yes, all the sensitive information is replaced with non-identifying information, as it doesn't reveal the name of the court.

Figure 2: Introductory instruction for Task 2 of Human Evaluation



Select the best version and the worst version. Evaluate on how good the replacement(s) seem in
terms of overall grammatical correctness, and whether the replacements have similar functions (name with a
name, place with a place, etc.) maintaining the sentence's overall meaning.

Original

On 4 December 2003 the applicant, together with several other residents of the village, applied to the
Ministry of the Interior through the Governorship of Tunceli requesting compensation for the damage
to his property that had occurred over the ten years he had had to live away from his village.

Anonymized Options
Best Worst
On 14 27, the applicant, together
with several other residents of the
village, applied to the
Government of thes
Administration through the
O Government of the the the a, O

requesting compensation for the
damage to his property that had
occurred over the years that he
had had to live away from his
villzge.

On & July the applicant, together
with saveral other residents of the
village, applied to the
Government of Tamil Nadu
O through the Municipal O
Municipal requesting
compensation for the damage to
his property that had occurred
over the 18 months he had had
to live away from his village.

On 14 14, the applicant, together
with several other residents of the
village, applied to the
Government of
Administration through the
O Government of of s O
Administration, requesting
oxmpensation for the damage to
his property that had occurred
over the period in which he had
had to live away from his village.

On 29 October the applicant,
together with several other
residents of the village, applied to
the Peshwa through the Cocos
O GSC requesting compensation for O
the damage to his property that
had occurred over the 3 months
he had had to live away from his
village.

Figure 3: Survey question from bucket 1 of Task 1 of Human Evaluation



Choose whether each version is anonymized or not based on whether the version replaces the highlighted
text with words that end up revealing information about the original words. We only care about the
highlighted parts of the sentences, parts that aren't highlighted shouldn't be considered while answering.

Original
On 23 March 2001 the Court of Cassation dismissed the applicant’s request.

Anonymized Option

On 29 December, the Court of Cassation dismissed the applicant's request.

[ ] Anonymized

[] Mot Anonymized

Anonymized Option

On 29 December, the Court of Cassation dismissed the applicant's request.

[] Anonymized

[] Mot Anonymized

Anonymized Option
On 31 March the Court of Cassation dismissed the applicant’s request.

[] Anonymized

[ ] Mot Anonymized

Anonymized Option
On 19 September the Court of Cassation dismissed the applicant's request.

[] Anonymized

(] Not Anonymized

Figure 4: Survey question from bucket 1 of Task 2 of Human Evaluation
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